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Chapter4 
Cloud Computing 

What is the cloud? 
You may have heard people using terms like the cloud, cloud 
computing, or cloud storage. The term Cloud refers to a 
Network or Internet. In other words, we can say that Cloud 
is something, which is present at remote location. Cloud can 
provide services over network, i.e., on public networks or on 
private networks, i.e., WAN, LAN or VPN. 
Applications such as e-mail, web conferencing, customer 
relationship management (CRM), all run in cloud. 
What is the cloud computing?  
Cloud Computing refers to manipulating, configuring, and 
accessing the applications online. It offers online data storage, 
infrastructure and application. 
We need not to install a piece of software on our local PC and 
this is how the cloud computing overcomes platform 
dependency issues. Hence, the Cloud Computing is making our 
business application mobile and collaborative. 
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Cloud Computing provides us a means by which we can access 
the applications as utilities, over the Internet. It allows us to 
create, configure, and customize applications online. 
Basically, the cloud is is the delivery of services of the 
computing a service rather than a product, whereby shared 
resources, software, and information are provided to 
computers and other devices as a utility (like the electricity 
grid) over a network (typically the Internet).  
When something is in the cloud, it means it's stored on servers 
on the Internet instead of on your computer. It lets you access 
your calendar, email, files, and more from any computer with 
an Internet connection. 
If you have ever used web-based email, then you have used 
the cloud—all of the emails in your inbox are stored on 
servers. However, there are many other services that use the 
cloud in different ways.  
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Cloud Computing Deployment Types: 
Models that define the type of access to the cloud. 
Clouds can be classified as public, private or hybrid 
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Private cloud 
• Private cloud is cloud infrastructure operated solely for a single organization 
• Managed internally or by a third-party 
• Hosted either internally or externally. 
• Private clouds allow businesses to host applications in the cloud, while 

addressing concerns regarding data security and control, which is often lacking 
in a public cloud environment. 

• Used when data sovereignty and cloud efficiencies, data consistency across 
services, have more server capacity than your organization can use 

Private cloud computing types: 
• There are two variations of private clouds: 

• On-Premise Private Cloud: This type of cloud is hosted within an 
organizations own facility. A businesses IT department would incur the 
capital and operational costs for the physical resources with this model. 
They are used for applications that require complete control and 
configurability of the infrastructure and security. 

• Externally Hosted Private Cloud:  Externally hosted private clouds are 
also exclusively used by one organization, but are hosted by a third party 
specializing in cloud infrastructure. The service provider facilitates an 
exclusive cloud environment with full guarantee of privacy.  

http://en.wikipedia.org/wiki/File:Cloud_computing_types.svg
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Public cloud 
A cloud is called a "public cloud" when the services are rendered over a network 
that is open for public use. Public cloud services may be free or offered on a pay-
per-usage model. Technically there may be little or no difference between public 
and private cloud architecture, however, security consideration may be 
substantially different for services (applications, storage, and other resources) that 
are made available by a service provider for a public audience and when 
communication is effected over a non-trusted network. Generally, public cloud 
service providers like Amazon AWS, Microsoft and Google own and operate the 
infrastructure at their data center and access is generally via the Internet. AWS 
and Microsoft also offer direct connect services called "AWS Direct Connect" and 
"Azure ExpressRoute" respectively, such connections require customers to 
purchase or lease a private connection to a peering point offered by the cloud 
provider. 
With this model, customers have no visibility or control over where the 
infrastructure is located. It is important to note that all customers on public clouds 
share the same infrastructure pool with limited configuration, security protections 
and availability variances 

http://en.wikipedia.org/wiki/File:Cloud_computing_types.svg
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Private cloud: 
When it is used: 

• You need data sovereignty but want cloud efficiencies 
• You want consistency across services 
• You have more server capacity than your organization can use 
• Your data center must become more efficient 
• You want to provide private cloud services 

Public cloud: 
When it is used: 

• Your standardized workload for applications is used by lots of 
people, such as e-mail. 

• You need to test and develop application code. 
• You need incremental capacity (the ability to add compute 

resources for peak times). 
• You are doing  collaborating projects 

 
 
 

http://en.wikipedia.org/wiki/File:Cloud_computing_types.svg
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Cloud Computing Types: 
Hybrid cloud 
Hybrid cloud is a composition of two or more clouds (private, community or 
public) that remain distinct entities but are bound together, offering the benefits 
of multiple deployment models. Hybrid cloud can also mean the ability to connect 
collocation, managed and/or dedicated services with cloud resources. 
Gartner, Inc. defines a hybrid cloud service as a cloud computing service that is 
composed of some combination of private, public and community cloud services, 
from different service providers. A hybrid cloud service crosses isolation and 
provider boundaries so that it can not be simply put in one category of private, 
public, or community cloud service. It allows one to extend either the capacity or 
the capability of a cloud service, by aggregation, integration or customization with 
another cloud service. 

http://en.wikipedia.org/wiki/File:Cloud_computing_types.svg
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Examples of Hybrid cloud 
An organization may store sensitive client data in house on a private cloud 
application, but interconnect that application to a business intelligence 
application provided on a public cloud as a software service. This example of 
hybrid cloud extends the capabilities of the enterprise to deliver a specific 
business service through the addition of externally available public cloud 
services. 
Another example of hybrid cloud is one where IT organizations use public cloud 
computing resources to meet temporary capacity needs that can not be met by 
the private cloud. This capability enables hybrid clouds to employ cloud 
bursting for scaling across clouds. Cloud bursting is an application deployment 
model in which an application runs in a private cloud or data center and 
"bursts" to a public cloud when the demand for computing capacity increases. 
A primary advantage of cloud bursting and a hybrid cloud model is that an 
organization only pays for extra compute resources when they are needed. 

Cloud bursting enables data centres to create an in-house IT infrastructure that 
supports average workloads, and use cloud resources from public or private 
clouds, during spikes in processing demands. 

http://en.wikipedia.org/wiki/File:Cloud_computing_types.svg
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Community Cloud :  
• Multi-tenant cloud service model that is shared among several 

organizations and that is governed, managed and secured commonly by all 
the participating organizations or a third party managed service provider. 

• Hybrid form of private clouds built and operated specifically for a targeted 
group. These communities have similar cloud requirements and their 
ultimate goal is to work together to achieve their business objectives. 

• The goal of community clouds is to have participating organizations realize 
the benefits of a public cloud with the added level of privacy, security, and 
policy compliance usually associated with a private cloud.  

Types of community clouds: 
•  on premise or off-premise. 
Examples of community cloud: 
• Government organizations within a state that need to share resources 
• A private HIPAA compliant cloud for a group of hospitals or clinics 

http://en.wikipedia.org/wiki/File:Cloud_computing_types.svg
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Cloud computing service model: 
• Infrastructure as a Service — provides data storage disks, networks and 
virtual servers, i.e. infrastructure. Examples of Infrastructure-as-a-Service 
(IaaS) companies are Amazon's Elastic Compute Cloud [EC2] Flexiscale and 
Simple Storage Service, Rackspace but IBM and other traditional IT vendors 
are also offering services, as is telecom-and-more provider Verizon 
Business. 
• Platform as a Service — offers a development platform, and this includes 
operating system, programming language execution environment, 
database, and web server. It provides virtualized servers on which users 
can run existing applications or develop new ones without having to worry 
about maintaining the operating systems, server hardware, load balancing 
or computing capacity. Highest-profile examples include Microsoft's Azure 
and Salesforce's Force.com. 
• Software as a Service — The most widely known and widely used form of 
cloud computing, SaaS provides all the functions of a sophisticated 
traditional application, but through a Web browser, not a locally-installed 
application. Users can access various software applications on a pay-per-
use basis. As opposed to buying licensed programs, often very expensive. 
SaaS eliminates worries about app servers, storage, application 
development and related, common concerns of IT. Examples of such 
services include widely used GMail, instant messaging from AOL, Yahoo 
and Google, and VoIP from Vonage and Skype. 
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Benefits 
Cloud Computing has numerous advantages. Some of them are listed 
below: 
• One can access applications as utilities, over the Internet. 
• Manipulate and configure the application online at any time. 
It does not require to install a specific piece of software to access or 
manipulate cloud application. 
• Cloud Computing offers online development and deployment tools, 
programming runtime environment through Platform as a Service 
model. 
• Cloud resources are available over the network in a manner that 

provides platform independent access to any type of clients. 
• Cloud Computing offers on-demand self-service. The resources can 

be used without interaction with cloud service provider. 
• Cloud Computing is highly cost effective because it operates at 

higher efficiencies with greater utilization. It just requires an Internet 
connection. 

• Cloud Computing offers load balancing that makes it more reliable. 
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• Productivity may be increased when multiple users can work on the 
same data simultaneously, rather than waiting for it to be saved and 
emailed. Time may be saved as information does not need to be re-
entered when fields are matched, nor do users need to install 
application software upgrades to their computer. 

• Reliability improves with the use of multiple redundant sites, which 
makes well-designed cloud computing suitable for business 
continuity and disaster recovery. 

• Scalability and elasticity via dynamic ("on-demand") provisioning of 
resources on a fine-grained, self-service basis in near real-time (Note, 
the VM startup time varies by VM type, location, OS and cloud 
providers), without users having to engineer for peak loads. 

• Device and location independence enable users to access systems 
using a web browser regardless of their location or what device they 
use (e.g., PC, mobile phone). As infrastructure is off-site (typically 
provided by a third-party) and accessed via the Internet, users can 
connect from anywhere. 
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• Maintenance of cloud computing applications is easier, because they 
do not need to be installed on each user's computer and can be 
accessed from different places. 

• Multitenancy enables sharing of resources and costs across a large 
pool of users thus allowing for:  

centralization of infrastructure in locations with lower costs (such 
as real estate, electricity, etc.) 
peak-load capacity increases (users need not engineer for highest 
possible load-levels) 
utilisation and efficiency improvements for systems that are often 
only 10–20% utilised. 
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Risks 
Although Cloud Computing is a great innovation in the world of 
computing, there also exist downsides of cloud computing. Some of 
them are discussed below: 
Security & Privacy 
It is the biggest concern about cloud computing. Since data 
management and infrastructure management in cloud is provided by 
third-party, it is always a risk to handover the sensitive information to 
such providers. 
Although the cloud computing vendors ensure more secure password 
protected accounts, any sign of security breach would result in loss of 
clients and businesses. 
Lock-in 
It is very difficult for the customers to switch from one Cloud Service 
Provider (CSP) to another. It results in dependency on a particular CSP 
for service. 
Isolation failure 
This risk involves the failure of isolation mechanism that separates 
storage, memory, routing between the different tenants. 
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Risks 
Management Interface Compromise 
In case of public cloud provider, the customer management interfaces 
are accessible through the Internet. 
Insecure or Incomplete Data Deletion 
It is possible that the data requested for deletion may not get deleted. It 
happens either because extra copies of data are stored but are not 
available or disk destroyed also stores data from other tenants. 



Chapter Three 
Summary 

• Definition of Cloud Computing 

• Cloud Computing Types  

• Cloud Computing Models 

• Cloud Computing Characteristics 

• Cloud Computing Usage 
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